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This book is dedicated to the memory of Dr. Robert Armstrong, 
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make to national security. His provocative, often contrarian ideas 
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FOREWORD 



E ver since man took to the battlefield, biology has played a significant 
role — both unintentionally and intentionally — in conflict. Prior to the 
discovery of the germ theory of disease, most combat deaths were the 
result of infections. And even before that understanding, biology was used in 
an offensive role. An early example was the Tatars’ hurling of plague victims’ 
bodies over the wall of the Crimean city of Kaffa in 1346, which probably 
helped spread the Black Death. 

Despite various treaties and protocols, offensive biological weapons use 
has continued to this day, with the anthrax attacks of 2001 being the most 
recent incident. Such activity has led to a strong defensive program, with 
medical science developing numerous countermeasures that have benefited 
both civilian and military populations. 

But that is the “old” biological warfare. Covert programs for the 
development of novel weapons will advance; likewise, the development of 
countermeasures will also continue. The present volume, however, does not 
address these issues. Rather, it reviews and analyzes current research and 
likely future developments in the life sciences and how they will significantly 
influence the biological material available to warfighters — not as weapons 
systems, but as augmentation to currently available equipment. This is the 
“new” face of biological warfare. 

The editors of this volume have assembled experts in research, 
warfighting, and defense policy to describe biological applications from the 
smallest to the largest scale. In addition, they show how thinking in biological 
terms can improve our procurement cycle and enhance our development 
time and costs. Finally, no description of biotechnology would be complete 
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without a consideration of ethical and legal issues related to such research and 
development. 

This edited book is an important contribution to the literature and 
nicely captures a number of ongoing military basic science research projects 
with long-term implications for the Department of Defense. It does not 
purport to be an exhaustive accounting, but it is an excellent introduction for 
policymakers to garner an understanding of where biology is going to fit into 
21 st -century readiness and preparedness for our fighting force. 

Andrew W. Marshall 
Director of Net Assessment 
U.S. Department of Defense 
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INTRODUCTION 



For the average person, the mainstream media, and perhaps even the 
typical warfighter, the application of biology to military operations probably 
conjures up negative thoughts of Cold War-era biological weapons programs, 
the use of plague or other diseases as weapons during war, the effects of the 
Spanish flu on forces in Europe during World War I, medical treatments 
for severed limbs caused by battlefield injuries, and mental anguish caused 
by post-traumatic stress disorder or traumatic brain injury. It is unfair to 
blame people for thinking of biological weapons or applications of biology to 
medicine when “biology in the military” is mentioned. 1 To some degree, the 
two are difficult to separate from each other. 

Particularly outside national security circles, much biotechnology 
research focuses on medical or health issues, agriculture, and industrial 
processes. Yet while these are very important topics, they are a narrow and 
limited way of viewing biology and its potential applications to national 
security. This volume is about applications of the biological sciences, which we 
call “biologically inspired innovations,” to the military. Rather than treating 
biology as a series of threats to be dealt with, such innovations generally 
approach the biological sciences as a set of opportunities for the military to 
gain strategic advantage over adversaries. These opportunities range from 
looking at tiny genes to large brains, from enhancing human performance 
to creating renewable energy, from sensing the environment around us to 
harnessing its power. 

Many developments in the biological sciences have increasingly made 
an opportunities-based approach to biology and the military possible. 
During the past 20 years, advances ranging from DNA sequencing to various 
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biotechnology manipulations to the intersection of biology with engineering, 
mathematics, and even aeronautical engineering have empowered the field 
to grow far more influential than it once was. Bioengineering, bio-inspired 
research, and biological metaphors have all become quite useful to the military 
and, indeed, society at large. 

This trend shows no signs of abating and in fact is spreading globally and 
becoming less expensive. There are commercial DNA synthesis facilities in 
numerous countries, including Australia, Canada, China, Denmark, France, 
Germany, Iran, Japan, India, Russia, South Africa, Sweden, Switzerland, the 
United Kingdom, and the United States. One can buy high-quality DNA 
synthesizing machines on the auction site eBay and other places online for a 
few thousand dollars, not to mention less sophisticated yet incredibly useful 
biotech equipment such as PCR machines and centrifuges. Technology is 
increasingly powerful, reagents often can be readily acquired by trading, and 
data are freely available in repositories such as GenBank. It is an open market 
for innovative people who want to get in on biotechnology and all it has to 
offer. In response, a field known as synthetic biology — the goal of which is to 
engineer biology like so many building blocks of nature — is burgeoning. 

In 1864, William Sellers introduced a standardized system of screw 
threads and nuts — connectors that were crucial for building things in the 
physical world. What will be the equivalent standard set of connectors in 
the biological engineering world? Perhaps the “BioBricks” project from the 
Massachusetts Institute of Technology (MIT), which seeks to create “Lego” 
block-like biological parts with standard ends that plug into each other 
simply and easily. These “bricks” are freely available from the MIT Web site, 
which keeps track of a Registry of Standard Biological Parts. 2 In association 
with this, the annual International Genetically Engineered Machine (iGEM) 
competition challenges high school students from around the world to 
develop new parts and products. U.S. students have competed against teams 
from Africa, Canada, India, Japan, Scotland, Slovenia, South Korea, Spain, 
Switzerland, and the United Kingdom. 

It is difficult to bridge the gap between what is happening in the world 
of iGEM and the research and operations inside the Department of Defense 
(DOD). There are very few “bio types” in the military, the DOD, or in national 
security jobs more generally. Getting an advanced degree in biology is not a 
typical route to becoming a senior military officer, a Foreign Service Officer, 
or even a DOD scientist. Biology is not emphasized at military academies, 
where students are much more likely to be trained in traditional engineering, 
computer science, or military history. Conversely, there are very few “military 
types” in biology jobs in academia, biotech companies, and the like. Despite 
many genuine advances in medicine inspired by war 3 that have helped 
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humanity, the stigma attached to the intersection of biology and the military 
for the aforementioned reasons widens the gap still further. 

Yet there are many revolutionary opportunities for the military 
stemming from biologically inspired innovations (BII) beyond traditional 
“threat-based” medicine and weapons applications of the technology. 
Biotechnologies can: 

• impact logistics by reducing the size and weight of objects carried by 
warfighters 

• provide novel portable power sources 

• potentially influence manufacturing via rapid prototyping or other 
engineering advances 

• provide opportunities for new kinds of battlefield sensors, soldier 
monitoring and therapeutics, human performance enhancement, 
health monitoring, foods that can provide vaccines and nutrients and 
other chemicals in novel ways, data analysis, combat identification 
involving biology, and various forms of camouflage and concealment 
inspired by the natural world. 

Biological systems — from flocks of geese to complete ecosystems — are 
complex adaptive systems that affect human existence in fundamental ways. 
From the food supply to global climate change, humans are part of a global 
ecosystem, and biology impacts us at the core. Biological science, combined 
with engineering principles, can bridge the gap between today’s standards and 
systems and desired long-term capabilities important for national security. 

In the flat, global economy that is the backdrop of the military- industrial 
complex, this is not just about America. Many other countries have invested 
heavily in biology, realizing that it is the future. As one example, Singapore 
has set up a plan called Intelligent National 2015 to help the country meet 
the demands of its national security and economic growth structures and the 
population. The plan will use sensors, biocomputing, and nanotechnology. 4 
Does the United States have such a roadmap — a national strategy for biology? 

This volume is designed as an overview of the many applications of 
biology to the military and national security writ large (with the exception of 
bioweapons and biomedicine) . Policy issues are covered, and original research 
is presented. The diversity of the authors’ backgrounds reflects the breadth of 
applications and opportunities of biology to modern problems. The reader 
should walk away enlightened as to the many possible ways in which biology 
is influencing and will continue to influence national security. Authors were 
asked to provide foresight on trends and indicators in their areas of interest 
(but not forecasts, which would describe a single future state) in order to 
better understand their implications for the next 20 years or so. 



XX 



BIO-INSPIRED INNOVATION AND NATIONAL SECURITY 



The chapters are organized into five sections. Part one, “Perspectives 
on Biological Warfare,” contains four chapters that review some traditional 
threat-based perspectives on biology and the military and place them in the 
opportunity-based framework of this volume. We asked warfighters, ethicists, 
and bioweapons experts to put emerging biologically inspired innovations 
into context. How do they change bioethics considerations? How will 
biotechnology impact the average warfighter? Is a spider silk net bazooka 
a bioweapon in an international legal context? Could it ever be? Should it? 
There are many issues to be considered against the backdrop of the more 
advanced research in later chapters. 

The contributors to part two, “Biomolecular Engineering,” are all active 
laboratory scientists who have worked on engineering in the small world of 
living molecules. Despite the scale of biomolecular work being tiny, generally 
at the level of genetic material, proteins, or cells, the implications range from 
large to small — from custom-designing molecules for specific tasks such 
as new materials that soldiers can wear, to creating large-scale renewable 
energy resources. 

The authors in part three, “Bio-inspired Machines,” paint a broader 
picture. Here, the natural world’s behavior and design become an inspiration 
for building nonliving machines that perform desired tasks. In one case, 
researchers have built autonomous machines that can learn using an artificial 
brain modeled after neurobiological principles. In another, animals such 
as dogs and octopi become the design of robots that can walk and pick up 
objects in unconventional ways. Still other authors write about the human- 
robot interface, an important issue for warfighters as autonomous machines 
become more prevalent on the battlefield. 

In part four, “Human Applications,” authors examine how to better 
understand human beings for the purpose of enhancing their performance 
in some way. A good deal of the work being done in this field is in the general 
area of neuroscience, including neural plasticity, learning, resilience, and brain 
imaging. In one chapter, the authors look at bio-inspired network science, an 
attempt to comprehend how human networks are related at a fundamental 
level to genomic, hive, traffic, and other networks so we can better understand 
how humans interact in groups and how those groups interact with other 
kinds of nonhuman groups. 

Finally, in part five, “Implications for the Department of Defense,” 
authors discuss thorny issues surrounding BII policy that DOD and other 
parts of the Government currently (and will continue to) face. A military 
ethicist looks at potential ethical pitfalls related to the kind of research 
outlined in earlier chapters. A military lawyer considers the legality of 
biological inventions and their use in warfare. Finally, two lifelong defense 
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scientists take a quantitative point of view on where the future BII workforce 
will come from, and the results are not encouraging; change will have to occur 
in order to ensure that DOD is prepared to take strategic advantage of BII 
opportunities during the next 20 years. 

All of these biological advances are part of the larger picture of a “global 
technology revolution” in which we are engulfed. 5 The United States is no 
longer the sole proprietor of world-class research and development (R&D) 
programs, and emerging technologies in numerous areas combined with 
niche specialty companies will ensure that this trend continues. Moreover, 
as the world changes, technologies in other parts of the world will evolve 
in response to their own novel environments, and not necessarily to ones 
familiar to those looking only at how technologies are used within the 
United States. Intersecting developments on numerous scientific and 
technological fronts (in addition to biology), including nanotechnology, 
materials science, information technology, and human factors research, are 
creating new subfields and inventions of possible strategic importance. World 
events that involve emerging technologies could evolve in predictable — or 
unpredictable — ways that create disruptive game-changers affecting U.S. 
grand strategy and international security and stability. 

Advances in other areas of science and technology will also bear on BII 
as they converge. The fields of nanotechnology, biotechnology, information 
technology, and cognitive science (collectively termed NBIC) increasingly 
interact in the laboratory and the industrial space. It is difficult to predict 
accurately the long-range effects this interaction will have, but clearly the 
trends in each of these areas separately, and more so together, are important 
to monitor. To some degree, advances in BII outlined in this volume, and the 
ethical, legal, education and training, and budgetary issues associated with 
them, must be seen in this greater NBIC context. 

Analysts in the Office of Net Assessment in the Pentagon as well as 
thinkers in other institutions have been talking for about a decade about the 
emerging area of biotechnology and how it affects the military. They have 
previously recommended that DOD exploit the power of BII to address 
military challenges, that leaders inside DOD should formally advocate for 
rapid BII integration into DOD processes and programs (for example, by 
establishing a Department of Biotechnology and Military Life Sciences), and 
that DOD should establish a cooperative framework with the commercial 
biotechnology industry to support BII R&D. Yet there is no definitive book 
on the topic written for the defense policymaker, the military student, and the 
private- sector bioscientist interested in the “emerging opportunities market” 
of national security. We hope that this edited volume helps to close this gap 
and provides the necessary backdrop for thinking strategically about biology 



